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STEP 2: Analysieren

< Advisories

Balluff GmbH: Multiple Vulnerabilities Affecting BNI EGW-720-007-K095 and BAV
Q MA-NC-00025-01

Products
VDE ID 7} VDE-202
e CSAF Document &= Download
Last update 6/30/26,12:00 PM
Advisories

BA L L u F F Published at 6/30/26,12:00 PM

Affected Products

BAV MA-NC-00025-01 (BAV MA-NC-00025-01 Firmware <2.4.1)

U pd ate P Iatfo rm BN| EGW-720-007-K095 (BNI EGW-720-007-K095 Firmware <2.4.1)

Summary

Security advisory for Balluff BNI EGW-720-007-K095 and BAV MA-NC-00025-01 firmware versions prior to 2.4.1. This
advisory covers multiple vulnerabilities affecting software components used by the device firmware

Impact

Multiple vulnerabilities in software components used by the affected product could allow remote or local attackers,
depending on the specific issue, to cause denial of service, disclose sensitive information, escalate privileges, or affect
the integrity of the device and its services. The concrete impact depends on the affected component and the deployment
context.

Remediation

Update the firmware of BNI EGW-720-007-K095 and BAV MA-NG-00025-01 to version 2.4.1 or later. The fixed firmware
contains updates for the vulnerabilities covered by this advisory.

Detaillierte Beschreibung des CVE inkl.
Handlungsempfehlung

* CVE: Common Vulnerabilities and Exposures
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STEP 3: Beheben
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Minimaler Aufwand mit Hilfe des Balluff Engineering Tools
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Dokumentation und Back-up des neuen IST-Zustands
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Kostenfreier Download — probieren Sie es aus!
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innovating automation

www.balluff.com
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