


COMBIVIS studio 6 SAFETY

To complete the automation concept, KEB offers a fully integrated safety solution based on the development environment CODESYS SAFETY in the
COMBIVIS studio 6 automation platform. This total solution allows freely programmable development for applications with safety standards IEC 61508
SIL3 and DIN EN ISO 13849-1 PLe.

To allow maximum flexibility, based on existing EtherCAT® topology and without additional wiring, KEB offers the safety protocol Fail Safe over EtherCAT®
(FSoE).
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FUNCTIONAL SAFETY (FS)

Functional safety is one of the key topics of automation technology.  In general, functional safety must be taken into account in automation
As a result of the Machinery Directive and the Product liability law, the ~ from the control system, at KEB this has led to development of whole
machine and plant construction industry is facing a new situation. system solutions in which safety functions are extensively integrated.

One consequence is that safety plays a key role in all components of a
modern machine. In order to ensure that safety is not achieved at the cost
of handling, suitable operating concepts are required to ensure that safe
machines also remain competitive.

@ HIGHLIGHTS

Integrated modular safety concept
Safety over EtherCAT® (FSoE)

Cross communication between PLC and safety PLC
On-line monitoring of secure and insecure data
SIL3 to [EC 61508

PLe to DIN EN IS0 13849

SAFETY CONCEPT

(6 Control - EtherCAT® Master

61/0

(6 Safety PLC - FSoE Master
(6 Safety 1/0 - FSoE Slave
(6 Safety

—
EtherCAT:-

(6 IPC

Safety over

EtherCAT.
CODESYS Safety Programming in COMBIVIS studio 6
Drive Controller - EtherCAT®Slave —
COMBIVERT Fé ~FSoE Slave I
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KEB SAFETY SYSTEM FSoE: SAFETY OVER ETHERCAT

We have expanded the C6 I/0 module system. Thanks to safe inputs and  In parallel with the EtherCAT® development, a special protocol for func-
outputs, the KEB automation platform can now be used for motion control  tional safety has also been produced. The protocol and implementation
applications with sophisticated safety requirements. Another notable  of Safety over EtherCAT® (FSoF) are TUV-certified and comply with Safe-
point is that separate wiring of safety circuits is no longer required thanks ty Integrity Level 3 (SIL3) to IEC 61508. Safety over EtherCAT® has been
to the integrated safety 1/0s. Safe signals are transmitted together with  standardised internationally in IEC 61784-3-12 since 2010. Safety over
the standard signals to the C6 Safety control system in the EtherCAT®  EtherCAT® does not impose any restriction on transmission speed and
protocol. This integration is based on the TUV-certified safety protocol  cycle time, since EtherCAT® is used as a single-channel communication
FSoE (Fail Safe over EtherCAT®). The KEB Safety System fulfills SIL 3 of IEC  medium. The transport medium is regarded as the “Black Channel” and
61508. not included in the safety consideration.

Safety over

EtherCAT.
FSoE MASTER SLAVE SLAVE
((]3 SLAVE SLAVE SLAVE SLAVE SLAVE SLAVE SLAVE

EtherCAT

EtherCAT.

EtherCAT

MASTER

oooooooooooo
oooooooooooo
Oooooo0ooo0ooo
oooooooooooo

€6 Coupler G61/0 G61/0 (6 Safety PLC (6 Safety /0 (6 Safety 1/0 (6 EXTENDER
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SAFETY PLC: CONTROL SYSTEM TECHNOLOGY WITH SAFETY 1/0: CREATES MORE POSSIBILITIES
INTEGRATED SAFETY

Thanks to the flexible software architecture in which safety functions  With the Safety I/0 modules, KEB lays the foundations for extending the
are an integral part of the user software, different safety functions can  safety chain and integrating more tasks in the automation environment.
be freely programmed in the Safety PLC of KEB using the standardised
languages of IEC 61131-3 (Codesys). The architecture of the Safety PLC ~ Modular terminal systems as inputs and outputs form the interfaces for
is prepared for certification to the highest safety standards (SIL 3 to IEC  signals or process parameters. Within the FSoE safety protocol, a Safety
61508, PLe to DIN EN ISO 13849). I/0 module is now available which integrates safety chain tasks in the
existing modular top-hat rail terminal system.
By design, the safety controller is adapted to the real-time environment
of EtherCAT® and can be expanded universally in conjunction with KEB's  Safety I/0s fulfill SIL 3 to DIN EN IS0 61508, or Performance Level e (PLe) of
modular 1/0 system. The decentralised structure is designed for direct ~ DIN ENISO 13849. In combination with the Safety PLC, the module can be
installation in machines and plants without additional wiring complexity-  used for the following safety functions:
and at the same time with little space requirement and rapid installation.
4 x emergency off switch
For the user, the Safety PLC meets all the conditions for implementing 4 x contact emitter
a safety concept without further certification expense. This includes the 2 xlight grid
possibility of equipping existing plants with modern safety functionsin 2 x one-hand operation
ashort time. 2 xindependent output functions

- ..
- ..
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STANDARD PROGRAMMING WITH CODESYS SAFETY

The (6 Safety PLC is programmed with a certified plug-in which is fully ~ The software also offers additional functions for securing the safety
integrated in the KEB COMBIVIS studio 6 development environment. The  function. These include change tracking, safe signal flow, safe versioning
safety controller constitutes a sub-node of the standard controller. (pinning), separation of safe mode and debug mode.

This includes the application, task and global variable lists, POEs and ~ Developers can use an extensive library in CODESYS Safety. Prepared
logic I/0s. The entire system is programmed with the FBD Safety Editorin  function modules make work easier and engineering faster - and hence

[EC61131-3 and certified modules to PLC Open Safety. more economic.
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Safety-Editor

HIGHLIGHTS

Integrated Safety-FBD Editor for programming

Library for internal Safety Software modules such as emergency off, protected door monitoring, two-hand control etc.
Configurator for Safety over EtherCAT® (FSoE)

Data exchange with standard control

Safe Download function with automated diverse compilate checking

43



COMBIVIS studio 6 SAFETY

EDITOR FOR THE KEB DRIVE SAFETY MODULE

With the safety module editor, KEB offers users in the COMBIVIS 6 engi-
neering environment a tool for configuration and analysis of the safety
modules. The functions and values necessary for an application can be set
off-line in order to be transmitted to the module on completion in just a
few clicks. A useful feature for series applications or in service, is that the
parameter lists produced with the safety module editor can be called at
any time and transmitted again to further modules. A checksum ensures
that the data has been correctly received. The data access itself can be
freely configured and secured with password-dependent user rights.

Part of the COMBIVIS 6 development environment
Safe transfer of configuration data

Rapid parameter list download for series machine construction
Scalable user rights with six different password levels
Status and error messages:

- global status

- status of safety functions

- error status

- status of inputs and outputs

- current rotation speed

- current position

- system time and date

g Mode_1 HE single drive unit

Sichere Parametnienung | Status | Protokol

7] KEB Sicherheitsmodul [Node_1_HE6_single_drive_unit]

Berutrerverwaltung
Id Einhgneﬂi [ - Aullnggm] 5. Benutzerainstellungen

Eingeloggte Benutzer-10: b

Sicherheitsmadul Version: 1130 |7 Manuelle Auswahl | | & Online: 1.1.3.0

EingeloggterBenutzer-Level: 7: Volle Benutzerrechte

ParaMmEtargruppe: [*m =

--I [ __'__ Download ] | 1'=Up1nad

| [mEsport -]

Device Type:
Beschistung
Gesite-CRC:

Impontdatet -

Wert

Fitterzeiten der Sicherheitseings

Fiterzed der STO-Engange 0.100000

Fiterzet der SBC-Engange 0.100000

O:4 0080
0100000

Fiterzei der Funklion1-Einginge
Fiterzed der Funkiion2-Engangs

Fierzed der Rpple-Eingdnge 0.100000

T Ein

Testsignal-Pencdendauer 10000000

Testpulslange 0001000

Auswertung des. T figr gie STO-Eingange as

Auswertung des T fibr die SBC-Einginge

Auswertung des Testsignals fir de Funition1-Engangs aus

Auwertung des T Tir g Funkiion2-Eingange

STO Eir

Toleranzzet der STO-Eingénge [ 0.100000

Siatus der STO-Engange | dquivabent

SBC Eingangskonfiguration

Toderanzzek der SBC-Engdnge
Status der SBC-Engange

F Eir athon
Belegung der Funktion 1 -Engénge

% Online: 1.1.3.0

Toleranzzek der Funktioni-Emgange

|| [[{]oovnicad ] [ [f] uload

Status der Funition1-Eingange

F athon
Belegung der Funition2-Engangs
Teleranzzek cer FunkbonZ Engange
Status der FunkbonZ-Eingange

- Unmxport -]

Sichere Konfigurationsdaten exportieren

Sichere Konfigurationsdaten importieren

] Parameterliste fur Download erzeugen |

Safe parameterisation

Sichere Konfigurationsdaten aus Parameterliste importieren

Default-Werte laden I

£.100000

0.100000

0.100000

0.100000

0.100000

LALRE R AL

m
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! é"!l Node_1_H6_single_drive_unit
’Sndwu'm"ePumlrnmg'] Status | protokol |

=l Sicherheitsmodul Status
Allg. Sicherhsitsstatus:
Fehlerstatus:

Geberdrehzahl:
Position (Umdrehungen):
HE& Istlagewert:

Letzter Fehler/Warnhinweis:

264706: Sicherheitsoperation freigegeben + Konfiguration Ok + Hochstarten des Sicherhei

¥ein Fehler
¥ein Fehler
0,3750 1/min
0.0

-1

| KEB Sicherheitsmodul [Node_1_H6_single_drive_unit] x

/O Status: Eingangskanal 1: 5TO.1 + Ripple.l + FUNC2.1
Eingangskanal 2: 5T0.2 + Ripple.2 + FUNC2.2
Ausgangskanal 1: VTRO.1 + VTRO.2 + Ripple Qut.1
Ausgangskanal 2: VTRU.1 + VTRU.2 + Ripple Qut.2
& Aktualisierungs Snstelungen
=| Steverkar ten Parameter
Name Online Wert
des1: safety type 2
ded2: safety software version  1.1.3.0
de43: safety software date 20150330
sb29: safety mod. status word  258: Mody| @ riode_1_He_snge_dme unt KEB Sicherhertsmadul [Hode_1_W6_single_drive_unit] -
[ Schere parametrenny [ ot | Provoal | .
Kategorier: | [7] GpFekier [ JF Scherheitefin. [ comeve Konfig. [ 4 Konfig. Febler [7] i Gnschalten 7] @ Auaschatten | |2 Akcualisieren
tndex Cetais -
=l Sicherheitsmodul LED o oz 53671245 Fehler: +Cou 2 + ke Fehlersat fur den Funikton 2 Bngang ist sbgeisu
[ Blinken starten B-Iinkenstuppen], 1 0: Fehler 02.07.2015 07:40-07 | 894 Warmang: + Cpu 2 + 5TO Bngang gesetat. Das Runteriaden der neuen Kanifig
4L 4 2 0: Fehler 16.06. 2015 11:00: 10 | BS4: Warnung: + Cpu I + 5TO Engang gesetzt. Das Runteriaden der neuen Kanfig
=l Echtzait-Uhr 3 0: Fehler 15.06.2015 12:14:39 | SI6872321: Fehler: +Cpu 2 +Feher in der Konfiguraion des Sicherheitzmodus. [y
Diatum & 7 ait Sichathails modul 4 0 Fetier 12.06, 2015 1351:53 | 34 Warnung: + Cpu 2 + 5TO Bngang gesetat. Daa Runteraden der raen Kaeifig
i x 5 0: Fehler 11.06. 2015 14:47:13 | 5368712365 Fehler: + Cpu 2 + Fehlerzeit fur den STO Engang ist sbgelaufen. Der ¢
01.09.2015 08:39:12 & 3: Fehler 1106, 2015 142503 | SIAT2121: Fehier: +Cau 2 +Fehier in der Konfguralion des Scherheitimodub. 04
[Da‘mm&Zeith:arbeiten ‘:-'_] 7 0: Fehier 06.02.2015 16:40:35  KI68TZI21: Fehber: 4+ Con 2 + Fehler in der Konfiguration des Scherheitemoduls, 3
8 0: Fehler 06.02. 2015 185:47: 22 | 536872321: Fehller: +Cou 2 + Fehler in der Konfigurabion des Sicherheitsmoduls. Di
9 | Fetver 06.02.2015 16:46-21 | SMATIEDL: Fehler: + Cou 2 + Feher in der Konfiguration des Sicherheitsmodus. 03
Status of safety module 10 0: Fehier 06.02.2015 15:24:27 | 868 Warmang: + Cpu 2 + Dee Gevibe Senennusmmes it richi in Ordrung, i neue *
1 0: Fehler 06,02, 2015 11:55:25 | 832 Warmung: + Cpu 2 + Runteriaden der neuen Kenfigura bonsdaten fehigeschiag
12 0: Fehler 01022015 15:04 26 | B4 Warmung: + Cpu 2 + 5T0 Eingang gesetrt. Das Bunterladen der neuen Konfig
13 0: Fetter I7.00.2015 16:36:37 | 894 Warmung: + Cou 2 + 5TO Bngang gesett. Das Runterladen der neuen Kanfig
4 0: Fehler 0601, 2015 13:36:35 | 53687 1265: Fehler: + Cou 2 + Fehlerzeit fir den STO Eingang ist abgelaufen. Der £
15 0: Fehler 06,00 2015 11:43-54 | S3EP093%: Fehler: + Cou 2 + Fehlernait fur den Biople Bingans ist sbgelaufen. Des
16 0: Fetier 06.00.2015 11:39:35 | 1715 Warrung: + Cpu 2 + Fehler i extermemn Daterupexhe. En Bushehier made
7 0: Fehler 06,00 2015 1133535 | W07 MEME: Kritscher Fehler: + Cpu 7 + Fehler im Sicherheitsasgang 1. Der gese
i1} 0: Fehler 060012015 1121711 | 171% Warmung: + Cpu 2 + Fehler im externen Datsrspescher. En Busfehler wurde
19 0; Fetier 06,00 2015 11:17:11 | 107TMEN6E: Kiitscher Fehler: + Cpu 2 + Fehler im Sxherhasitesgang 1. Der gese
1] 4: Lbennahmezeitpunkt der neven Kenfiguration | 02.07, 2015 07:40:31 | Berustzer D: 2
1 | 4 Oher it der neven KonSgur 15,06, 2015 1200738 | Benustzer-I0: 2
F 4 Dberriahvescestpunkt der reueen Konguration | 16.06. 2015 12:01:17 | Berastaer D: 2
3 4: Ubermakwme el punkt der neven KonSguration | 16.05, 2015 11:56:54 Berastzer 1D: 2
5 42 (benmahmezs tpunkt der neven KonSguration | 1606, 2015 11144 28 | Benutzer -10: 2
5 4 Oberrishwmeretpunkt der newen KonSguration | 16.06, 2015 11:37:07 Berasteer AD: 2
& 4 Ubernahmersipunkt der neven KonSgurabon | 1605, 2015 11:00=26 | Benutzer 0: 2
il .1'.L-..... it der neven Kon' 16.06.2015 10:58-47 | Berwtzer-iD: 2
Safety module protocol

HIGHLIGHTS

Part of COMBIVIS 6

Safe transfer of configuration data
Setting for series cases by parameter list download
User rights with six different password levels
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